CENTRAL BANK OF

Financial Policy and Regulation Department
S Central Business District P.M.B. 0187
fais.. N2 AGLIH0L Garki, Abuja.

E-mail:fprd@cbn.gov.ng

20 June 2022
Ref: FPR/DIWPUB/CIR/001/0sa

Circular to all Banks, Other Financial Institutions (OFIs) and Payment Service
Providers (PSPs)

CENTRAL BANK OF NIGERIA (ANTI MONEY LAUNDERING, COMBATING THE
FINANCING OF TERRORISM AND COUNTERING PROLIFERATION FINANCING OF
WEAPONS OF MASS DESTRUCTION IN FINANCIAL INSTITUTIONS) REGULATIONS
2022.

The Central Bank ofNigeria reviewed the CBN AML/CFT Regulations 2013 and its
amendments to comply with provisions of the Money Laundering (Prevention and Prohibition)
Act, 2022, Terrorism (Prevention and Prohibition) Act, 2022 and relevant extant AML/CFT/CPF
regulations.

This resulted in the issuance of a new Regulation titled Central Bank of Nigeria (Anti Money
Laundering, Combating the Financing of Terrorism and Countering Proliferation Financing of
Weapons ofMass Destruction In Financial Institutions) Regulations, 2022.

These Regulations, which revoked the CBN AML/CFT Regulations 2013, is issued by the CBN
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CENTRAL BANK OF NIGERIA (ANTI-MONEY LAUNDERING
COMBATING THE FINANCING OF TERRORISM AND
COUNTERING PROLIFERATION FINANCING OF WEAPONS OF
MASS DESTRUCTION IN FINANCIAL INSTITUTIONS)

Regulation .
PARI' —OBJECTIVES, SCOPE AND APP1.tCATIONS

1.0bjectives.
2. Scope.
3. Application.

PART I—Drsianaren MONEY LAUNDERING, TERRORISM
AND PROLIFERAIING FINANCING OFFENCES

Designated categories of predicate offences.

Terrorism financing offences.

Targeted financial sanctions related to terroristn financing and proliferation.
Linitation of secrecy and confidential ity laws.

PART IllAML, CET AND CPF INSTITUTIONAL POLICY FRAMEWORK
8. Guideline on Institutional policy
9. Formal board approval of the AML, CFT and CPF compliance.
10. Comprehensive AML, CFT and CPF coinpliance progranune. I | . Risk assessment.
1 2. Risk mitigation.
1 3. Designation and duties of compliance officer.
14. Internal controls, compliance and audit.
15. Testing for the adequacy of the AML, CFT and CPF coinpliance pro aralil Ine.
16. Prohibition of nunlbered or anonymous accounts, accounts in fictitious naines and shell
banks.
17. Foreign branches and subsidiaries.
18. Co-operation with competent authorities.
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Tiered Know-your-Customer measures.
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Wire transfers.
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TRANSACTION

Attention on complex and unusual large transactions.

Evidence of suspicious transaction monitoring.

Procedure for the monitoring and reporting of suspicious transactions
40. Other forms of reporting.

PARI'V [ll—AML AND VFT EMPLOYEE AWARENESS AND TRAINING PROGRAMME

41,
42,
43,

44,
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47,

AML, CFT AND CPF employee-education and training progranune.
Mon itoring of employee conduct.
Protection of staff who report violation.

PART IX—CUSTOMERS DUE DILIGENCE FOR LEGAL
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Trust, Nominees and Fiduciaries.

Off-shore Trusts.

Conventional fanlily and absolute Nigerian Trusts.
Receipt and payment of funds.
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48. ldentification of new trustees.

Powers of Attorney and third-party mandates.
Executorsh ip Accounts.

"Client Accounts" opened by professional intermediaries.
Un-incorporated business or partnership.

Limited liability partnership.
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Higher risk business relating to private companies.

61 . Foreign financial institutions.

Bureau De Change.

Designated Non-Financial Businesses and Professions (DNFBPs).
Occupational pension schemes.

Registered charity organizations.

Religious Organizations (ROS).

67.
68.
69.

70.
71.
72.
73.
74.

S. 1.

Three-Tiers of government and parastatals.
Foreign consulates.
Intermediaries or other third parties to verify identity or to introduce business.
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Sanctions and penalties for non-compliance.
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Interpretation.
Citation.
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CENTRAL BANK OF NIGERIA (ANTI-MONEY LAUNDERING

COMBATING THE FINANCING OF TERRORISM AND

COUNTERING PROLIFERATION FINANCING OF WEAPONS

OF MASS DESTRUCTION IN FINANCIAL INSTITUTIONS)
REGULATIONS, 2022



[12th Day of May, 2022] ~ Commencement.

In exercise of the powers conferred upon me by the provisions of
section 28 of the Money Laundering (Prevention and Prohibition) Act,
2022 and section 95 of the Terrorism (Prevention and Prohibition) Act
2022 and all other powers enabling me in that behalf, I, Abubakar
Malami, SAN Attorney-General of the Federation and Minister of
Justice, make the following Regulations—
PART I—OBJECTIVES, SCOPE AND APPLICATIONS Ohiectives.

1. The objectives of these Regulations are to—

@) provide Anti-Money Laundering, Combating the
Financing of Terrorism and Countering Proliferation Financing ("AML,
CFT and CPF") cornpliance guidelines for Financial Institutions under
the regulatory purview of the Central Bank ofNigeria ("CBN") as
required by relevant provisions of the Money Laundering (Prevention
and Prohibition) Act (MLPPA), 2022, the Terrorisin (Prevention and
Prohibition) Act (TPPA), 2022, and other relevant laws and regulations

(b) enable the CBN to diligently enforce AML, CFT and CPF
measures and ensure effective compliance by Financial Institutions ; and

(c) provide guidance on Know-your-Customer ("KYC")
measures to assist Financial Institutions in the implementation of these
Regulations.

2. These Regulations cover the relevant provisions of the MLPPA,

TPPA Scope.

and any other relevant laws or regulations that includes— (a)

the key areas of AML, CFT and CPF Policy ;

(b) developenent of Compliance Unit and function ;
(c) Compliance Officer designation and duties ; {¢/)the requirement to
co-operate with the competent or supervisory authorities ;
(e) conduct of Customer Due Diligence ;
(f) monitoring and filing of suspicious transactions to the Nigerian
Financial Intelligence Unit ("NFIU") and other reporting requirements ;

(9) record keeping ; and
(h) AML, CFT and CPF employee training.
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Application.

Designated
categories

of predicate
oftuwes.

Terrorism

financing
offences.

3. These Regulations shall apply to all Financial Institutions under the
regulatory purview of the Central Bank ofNigeria.

PART II—DESIGNATED MONEY LAUNDERING, TERRORISM
AND PROLIFERATING FINANCING OFFENCES

4.—(1) Financial Institutions shall identify and file suspicious transaction
reports to the NFIU, where funds, assets or property are suspected to have

been derived from any, but not limited to, the following criminal activities—
(a) participation in an organized criminal group and racketeering ;

(b) terrorism, including terrorism financing ;

(c) financing the proliferation of weapons of mass destruction ;
(d) trafficking in persons and migrant smugglings ;

(e) sexual exploitation, including sexual exploitation of
children ;

4) illicit trafficking in narcotic drugs and psychotropic

substances ; (g) illicit arms trafficking ;
(h) illicit trafficking in stolen and other goods ;
(i) corruption ;

(i) bribery ;

(K) fraud ;

M currency counterfeiting ;

(m) counterfeiting and piracy of products ;

(n) environmental crime ;

(0) murder ;

(p) grievous bodily injury ;

(o) kidnapping, illegal restraint and hostage-tak;ng ; (r) robbery
or theft ;

(S)  smuggling, including smuggling done in relation to
customs and excise duties and taxes ;
(t)  taxcrimes, related to direct taxes and indirect taxes ;
(u)  extortion;
(v)  forgery;
(M) piracy ;
(y) insider trading and market manipulation ; or
(2) any other predicate offence under the MLPPA, TPPA, other
relevant laws and regulations.
5. —{1) Terrorism financing offences extend to any person or entity,
within or outside Nigeria, in any Inanner, who, directly or indirectly, and
willingly



provides, solicits, acquires, collects, receives, possesses, or makes available
property, funds or other services, or attempts to provide, solicit, acquire, col
lect, receive, possess or make available property, funds or other services with
the intention or knowledge, or having reasonable grounds to believe that it
will be used, in full or in part to finance a terrorist or terrorist group in line
with relevant sections of TPPA.
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(2) Under these Regulations, terrorism financing offences are predicate
offences for nwney laundering and shall apply regardless ofwhether the
person or entity alleged to have committed the offence is in the same country
or a different country from the one in which the terrorist or terrorist organ
ization is located, or the terrorist act occurred or will occur.

6 |Financial Institutions shall undertake targeted financial sanctions

in relation to TP and PF as provided for under T PPA and Regulations.

(2) Financial Institutions shall report to the NFIU any assets frozen, or
actions taken in compliance with—

(a) the prohibition requirements ofthe relevant United Nations Security
. Council Resolutions ("UNSCRs'") on terrorisln, financing of proliferation of

weapons of Inass destruction, any future successor resolutions ; and

*['argeted
financial
sanctions
related to

terrorism
financing and
financing of'
pron

or weapons
ol' mass

(b) the TPPA and Regulations and any amendments that may be reflected destruction.

by the competent authorities.

-(30 The reports in sub-regulation (2) of this regulation shall include all
transactions inipolving attempted and concluded transactions in compliance
with the MLPPA, T PPA and Regulations and any amendments that may be
reflected by the coinpetent authorities.

(4) The sanctions contained in the extant CBN AML, CFT and CPF
(Adnlinistrative Sanctions) Regulations, BOFIA, MLPPA, T PPA orin T PP
Regulations shall be ilnposed by the CBN any Financial Institution under its

regu latory purview that fails to cornply with the provision ofthese
Regulations.

7.—( 1) Banking secrecy or preservation of customer confidentiality

shall not be invoked as a ground for objecting to the Ineasures set out in

Limitation
or

secrecy and
confidentialit\

these Regulations or for refusing to be witness to facts likely to constitute an
infraction or offence under these Reuu lations, the relevant provisions of the

MLPPA, T PPA and any other relevant subsisting laws or Regulations.

(2) The relevant laws cited in sub-regulation ( I ) ofthis regulation have aiven

the relevant authorities the powers required to access infOnnation to

properly perform their functions in combating money laundering (ML), terrorism
financing (TF) and proliferation financing (P F), the sharing of infonnation
between conipetent authorities. either donlestical ly or internationally, and

the sharing of infornlation between Financ;.Il Institutions as Inay be required
from time to time.

AML. CPT 8— 1) A Financial Institution shall—

and CPF (a) adopt policies stating its comliittnent to comply with Anti-Money
institutional Laundering ('AML"), Conlbating Financing of Terrorism CCFT")

and
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framework.

Formal

board
approval ol'
the

AML,CFT
and CPF

Countering Proliferation Financing of Weapons of Mass Destructions
('CPF") obligations unaer subsisting laws, regulations and regulatory
directives and to actively prevent any transaction that otherwise facilitates
criminal activities, Money Laundering, Terrorislll Financing and
Proliferation Financing (ML, T Fand P F) ;

(b) formulate and ilnplement internal controls and other
procedures to deter criminals from using its facilities for ML, T F and PF

(©) adopt a risk—based approach in the identification,
assessment and management of their ML, TF and PF risks in line with the
requirelnents of these Regulations ;

(d) coniply promptly with requests made pursuant to AML, C
FT and CPF legislations and provide information to the Central Bank of
Nigeria ("CBN™""), Nigeria Financial Intelligence Unit ("NF\U") and other
competent authorities -

(e) not in any way inhibit the implementation of the provisions
of these Regulations and shall co-operate ',vith the regulators and law
enforcetnent agencies in the inlplesnentation of a robust AML, CFT and
CPF regitme in Nigeria,

(F) render statutory reports to con-ipetent authorities as required by law

and shall guard against any act that wi Il cause a custonler or client to avoid
coinpliance with AML, CFT anci CPF Legislations ;

(9) identify, review and record other areas of potential ML, T F
or PF risks not covered by these Regulations and report salne to the C BN

(h) reflect AML, CFT and CPF policies and procedures in their
strategic policies ;

(i) conduct on-ooing due diligence and where appropriate, enhanced
due diligence on all businfzss relationships and shall obtain information on
the purpose and intended nature of the business relationship of their
potential customers ; and

(i)ensure that their employees, agents and others doing business with
them, clearly understand the AML, CFT and CPF progranune.

9__ {1) The ultimate responsibility for AML, CFT and CPF

compliance
is placed on the Board and top management of every Financial Institution in

Nigeria.

(2) The Board of a Financial institution shall ensure that a
comprehensive operational AML, CFT and CPF Policy and Procedure is
formulated by

PART IlI—AML, CFT and CPF INSTHUTIONAL POLICY
FRAMEWORK



compliance.

management and presented to the Board for consideration and approval.



)opies of the approved AML, CFT and CPF Policy and Procedure
in sub-regulation (2) of this regulation shall be forwarded to the
" 4FIU within six nionths of the release of these Regulations.

lonthly reports on the AML, CFT and CPF compliance status of
a nstitution shall be presented to the Board by the Chief
Compliance CO) for its information and necessary action.

"inancial Institutions shall have a comprehensive AML, CFT and

liance progranune to gvide its efforts, ensure diligent
implementation

mnme, entrench in the institution a culture ofcompliance to
mininlize

f being used to launder the proceeds of crilne, or the funding of nd
proliferation ofweapons of Inass destruction and provide
protection kid, reputational and financial risks.

'inancial Institutions shal ._..

1 k e appropriate steps to identify, assess and understand its ML, T
F risks for custonlers, countries or aeographic areas of its
operations, s, services and delivery channels ; locutnent its risk
assessments profile ; onsider all relevant risk factors before
determining the overall level Ind the appropriate level and type of
Initigation to be applied ; cep the risk assessments up to date : and
ave the appropriate niechanisins to provide risk assessments
reports

: inancial Institutions shall—

ave policies, controls and procedures which are approved by its f
directors to enable it Inanaoe and niitigate the risks that have been
ed (either by the C BN and other cotnpetent authorities or by the s
! institution) .nonitor the innplementation of the controls and
enhance thenl where

Ipply enhanced nieasures to Inanaoe and mitigate the risks where
*isks are identified.
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Compehensive

AML.CFT
and CPF

compliance
programme.

assessment.

Risk

mitigation.



-(1 Financial Institutions shall designate Chief Compliance Officer Designation

-h the relevant conlpetence, authority and independence to invilement and  duties
tiones AML, C FT and CPF cotnpliance progralllme. Qe

chiel’
complinee

rhe CCO he nnnninted nt
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Internal
controls.

conipliance
and audit.

(b) receiving and vetting suspicious transaction reports ('STRs') from
staff ;

(c) filing STRs with the NFIU:

(d) filing other regulatory returns with the CBN and other
relevant regu latory and supervisory authorities ;

(e) rendering "nil" reports to the CBN and NFIU, where
necessary to ensure compliance ;

() ensuring that the financial institution's compliance
programme is implenlented ;
(9) coordinating the training of board, Inanagement and staffin AML,

CFT and CPF awareness, detection methods and reponing requirelnents ; and

(h) serving both as a liaison officer between his institution,
the CBN and NFIU and a point-otunntact for all employees on
issues relating to ML, TF and PE.

4.. {° Financial Institutions shall establish and maintain internal
procedures. policies and controls to prevent ML, TF and PF, which have
regard
to their ML or T F risks and the size of the business and conununicate these
to their enlployees.

2 The proceclures, policies and controls established by
Financial
Institutions shall cover operational matters including the CDD, record
retention, detection of unusual and suspicious transactions and the reporting
obligations.

3 -rhe Compliance Officer and appropriate staff are to have
timely access to C DD infornlation, account and transaction records,
including in forination and all analysis of transactions and activities and other
relevant information.

4 Financial InstitLItions are accordingly required to develop
progranunes against ML, T F and P F, sucn as—
@) the developnent of internal policies, procedures and controls,

including appropriate compl iance Inanage:nent arrangement and adequate
screening procedures to ensure high standards when hiring employees ;

(b) on-coing e:nployee training progranunes to ensure that
employees are kept infonned of new developments, including information
on current ML, TF and PF techniques, Inethods and trends ;
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(©) providing clear explanation of all aspects of AML, CFT and
CPF laws and obligations, and in particular, requirelnents concerning
CDD and suspicious transaction reporting ; and

(d) adequately resourced and independent audit function to test
COlnpl iance with the procedures, policies and controls.
(5) Financial groups shall implement group-wide programmes against
ML, TF and P F, applicable and appropriate to all branches and majority-
owned subsidiaries of the group, including the Ineasures as set out in sub-
regulation (4), of this Regulations and—

@) policies and procedures for sharing information required for the
purposes of CDD and ML, TF and PF risk management ;
(b) the provision at group-level, audit and AML, CFT and CPF functions

of the information as included in sub-regulation (3) of this regulation from
branches and subsidiaries when necessary for AML, CFT and CPF purposes ;
provided that branches and subsidiaries should receive such information from these
group-level functions when relevant and appropriate to risk manacemenl ; and

(c) adequate safeguards on the confidentiality and use of information
exchange, including safeguards to prevent tipping-off.

(6) Financial Institutions shall put in place a structure that ensures the operational
independence of the CCO and Compliance Officers.
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15.41) Financial Institutions shall subject its AML, CFT and CPF Testing for
. . . L. .. the adequacy
Compliance Programme to independent-testing or require its internal audit  of the AML,
function to determine the adequacy, completeness and effectiveness of the g,’g; and
programme. compliance
programme.
(2) Report of compliance by Financial Institutions shall be rendered to
the C BN by 3 1 st December of every financial year and any identified Prohibition
weaknesses or inadequacies promptly addressed by the Financial g‘;”“mberEd
Institutions. anonymous

16.—( | ) Financial Institutions shall not keep anonymous accounts or

accounts in fictitious names.

accounts,
accounts in

fictitious
2 Financial Institutions shall not establish or continue QE(:T,SE::ES
correspondent relationships with shell banks with no physical presence in
any country or with correspondent banks that permit their accounts to be used
by such banks.
3 Shell banks are prohibited from operating in Nigeria as
provided in MLPPA. Foreign
i . L branches
4 Financial Institutions shall take all necessary Ineasures to 4
satisfy itself that respondent Financial Institutions in a foreign country do not  sybsidiaries.

permit their accounts to be used by shell banks.

I7._%1)Financial Institutions shall ensure that foreign branches and
subsidiaries observe AML, CFT and CPF measures consistent with the
provisions of these Regulations and apply the measures to the extent that the
local or host country's laws and Regulations permit.

(2)  Financial Institutions shall ensure that the principle
referred to in

sub-regulation ( | ) of this regulation is observed by their branches and
subsidiaries in countries which do not or insufficiently apply the

requirements of these Regulations.

(3) Where the eninilnum AML, C FT and CPF requiretnents

contained in these Regulations and those of the host country differ, branches
and subsidiaries of Nigerian Financial Institutions in the host couniy shall
apply the higher standard provided in these Regulations and such standards
shall be applied to the extent that the host country *s laws, regulations or
other Ineasures permit.

(4) Financial Institutions shall inform the C BN in writing when
their foreign branches or subsidiaries are unable to observe the appropriate
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AML, C FT and CPF tneasures where they are prohibited to observe such
Ineasures by the host country's laws, regulations or other Illeasures.

(5) Financial Institutions shall subject to the AML, CPT and CPF
principles contained in these Regulations, apply consistently the C DD
tneasures at their group levels, taking into consideration the activity of the
customer with the various branches and subsidiaries.

18.—( 1) Financial Institutions shall promptly conply with all the
requests Inade pursuant to the provisions of relevant AML, C FT and CPF
(lnpetent laws and regulations and provide all requested infbnnation to the CBN and
authorities. other cornpetent authorities.

(2) Financial Institutions's procedures for responding to authorized requests for

infonnation on ML, TF and PF shall Ineet the following—

(a) searching inunediately the financial institution 's records to deterill ine
whether it Ina intains or h 2s Inaintained any account for. or has engaged in any
transaction with any individual, entity or organization nained in the request ;

(b) reporting promptly to the requesting authority the outcome of the
search : and

(c) protecting the security and confidentiality of such requests.

operation

PAR]' IV—Customi-k DUE DILIGENCE MEASURES

19.—( 1) Financial Institutions shall undertake CustOlner DLIe Dil igence

Ditiaenee  (*CDD') Ineasures when—

¢-¢'nbey  (2) business relationships are established ;

MensUres. (h) carrying out occasional transactions above the applicable and designated
threshold of US$ ,000 or its equivalent in other currencies or as Mébe deterrnined by' C
BN from tinie to titne. including where the transaction is carried out in a single operation
or several operations that appear to be linked *

Customer
Due

(©) carryino out occasional transactions that are wire
transfers, including cross-border and dotnestic transfers bethveen
Financial Institutions and when credit or debit cards are used as a
paynient nicthod to effZct Inoney transfer ;

(d) there is a suspicion of ML, TF and PF regardless of any
exemptions or any other thresholds referred to in these Regulations
;or

e there are doubts on the veracity or adequacy of

previously obtained custO111er identification data.

(2) The Ineasures in paragraphs (a), (h) and (c) of sub-regulation (| ) of.

this regulation, shall not apply to paynients in respect of—

(a) any transfer flowing froln a transaction carried out using a credit or
debit card so long as the credit or debit card ntlinber accolnpanying such
transfers flow from the transactions such as withdrawals from a bank
account through an ATM machine, cash advances from a credit card or
paynent for goods : and
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(h) Inter-financial institution transfers and settlelnents where both the
originator-person and the beneficial-person are Financial Institutions
acting on their own behalf.

(3) Financial Institutions are not required to repeatedly perform
identification and verification exercise every tilne a customer conducts a
transaction except there is a suspicion thai the previously obtained
infbrnlation is not convlete or has changed.

0. _ (" JFinancial Institutions shall identify custOlners, whether
perenanent or occasional, natural or legal persons, or legal arranoements,,
and veri*W the custonlerse identities using reliable, independently SOLIrced
doctnnents, data or information.

(2) Financial Institutions shall carry out the full range of the CDD
Ineasures contained in these Regu lations, the relevant provisions of the
MLPPA and any other relevant laws or regulations.

(3) Financial Institutions shall apply the CDD Ineasures on a risk-
sensitive basis.

(4) Types of custOlner information to be obtained and identification
data to be used to verify the inforlnation shall : e as provided by the CBN
froln time to time.

(5) Financial Institutions shall deterrn ine whether any person

purporting to act on behalf of the customer is so authorized. and identify and
verify the identity of that person.

(6) Where the custcnner is a legal person or a legal arranaement. the
Financial Institution shall identify and verify its identity through the
following information—

Identification
and
verification
ot Identity
ol'
custonlers.

Verification

of beneficiat
ownership.

(a) the and the legal status of the legal person or legal arrangelnent by
obtaining proof of incorporation from the Corporate Affairs Commission
('CAC") or similar evide,nce of establishment or existence and any other
relevant information ;

(b) the powers that regulate and bind the legal persons or
arrangement, ;

(c) the nan-les of the relevant persons holding senior management
positions in the legal persons or arrangement ; and

(d) the address of the registered office, and if different, a principal place
of business.

21.—(1) Financial Institutions shall—

(a) understand the nature of the customer's business, its ownership and
control structure including board and senior management ;

(b) identify and take reasonable steps to veri¢' the identity ofa
beneficialowner, using relevant info.rrnation or data obtained from reliable .
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sources to satisfy itself that it knows who the beneficial owner is through

methods including—

() for legal persons—

(i) identiwWing and verifying the natural persons, where they exist,
that have ultimate controlling ownership interest in a legal person,
taking into cognizance the fact that ownership interests can be so
diversified that there rnay be no natural persons, whether acting alone
or with others, exercising control ofthe legal person or arranaement
through ownersh ip ; (ii) to the extent that there is doubt under sub-
paragraph (i) of this paragraph that the persons with the controlling.
ownership interest are the beneficial owners or where no natural person
exerts control through ownership interests, identify and verify the
natural persons, where they exist, exercising control of the legal person
or arrangement through other means ; and

(iii) where a natural person is not identified under sub-paragraph (i)
or (ii) of this paragraph, Financial Institutions Ghall identify and take
reasonable measures to verify the identity ofthe relevant natural person
who holds senior lilanagement position in the legal person ;

(b) for legal arrangements such as trust arrangennent, Financial Institutions

shall identify and verify the identity of the settlor, the trustee, the protector
where they e.xist, the beneficiaries or class of beneficiaries, and any other
natural person exercising ultimate or effective control over the trust includ ing

through a chain of control or ownership ; and

(c) for other types of legal arrangelnents, the Financial Institutions shall

identify and verify persons in equivalent or similar positions.
(2) Financial Institutions shall take reasonable measures in respect of customers

that are legal persons or legal arrangements to—

(@)  understand the ownership and control structure of such a customer

- and

(b)  determine the natural persons that ultimately own or control the customer.
(3) In the exercise of its responsibility under this regulation, Financial

Institutions shall take into account that natural persons include those persons
who exercise ultimate or effective control over the legal person or
arrangement and factors to be taken into consideration to satisfactorily

perform this function
include—

@ for companies—the natural persons shall own the controlling

interests and comprise the mind and management of the company ; and

(b) for trusts—the natural persons shall be the settlor, the trustee or

person exercising effective control over the trust and the beneficiaries.
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(4)  Where a customer or an owner ofthe controlling interest is a
company listed on a stock exchange and subject to disclosure requirements
(either by stock exchange rules or by law or other enforceable means) which
impose requirements to ensure adequate transparency of beneficial
ownership, or is a majority-owned subsidiary of such a company, it is not
necessary to identify and verify the identity of any shareholder or beneficial
owner of the company.

(5) The relevant identification data referred to in the foregoing
regulation may be obtained from a public register, the customer and other
reliable sources, and for this purpose, ownership of 5% interest or more in a
company is applicable.

(6)  Financial Institutions shall understand and obtain information on
the purpose and intended nature of the business relationship of its potential
customers as appropriate.

(7)  Financial institutions shall conduct on-going due diligence on a
business relationship.

(8)  The conduct of on-going due diligence includes scrutinizing the
transactions undertaken by the customer throughout the course of the
Financial Institution and customer relationship, to ensure that the
transactions being conducted are consistent with the Financial Institutions
knowledge of the customer, his business, risk profiles and the source of
funds.

(9) Financial Institutions shall ensure that documents, data or
inforlnalion collated under the CDD process are kept up-to-date and relevant
by undertaking regular periodic reviews ofexisting records, particularly the
records in respect of h igher-risk business-relationships or customer
categories.
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Timing of 22.41) Financial Institutions shall obtain and verify the identity of the

verification. o \stomer, beneficial-owner and occasional customers before or during the
course of establishing a business relationship or conducting transactions for
them.

(2) Financial Institutions are permitted to complete the verification of
the identity ofthe customer and beneficial owner following the establishment
of the business relationship, only where—

(@) this can be done within 48 hours ;

(b) itis essential not to interrupt the nonnal business conduct of
the customer in cases of non-face-to-face business ; or

(C) the money laundering risks can be effectively managed.
(3) Where a customer is permitted to utilize the business
relationship prior to verification, Financial Institutions shall adopt risk

management procedures relevant to the conditions under which this luay
occur.

4) The procedures contemplated under sub-regulation (3) of
this regulation shall include a set of nneasures such as—

(@) limitation of the number, types or amount of transactions that
may be performed ; and

(b) the monitoring of large or complex transactions being carried
Application out outside the expected notins for that type of relationship.

23.—( I') Financial Institutions shall apply CDD requirements to existing
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existing customers on the basis of materiality and risk, and continue to conduct due
customers. diligence on such existing relationships at appropriate times.

(2) The appropriate time to conduct CDD by Financial institutions in
the following non-limitative cases, when—

@ a transaction of significant value takes place ;

(b)  acustOlner documentation standards change substantially ;
(©) there is a material change in the way that the account is
operated ; or (d) the institution becomes aware that it lacks sufficient

information about an existing customer.

(3) Financial Institution shall properly identiW the customer in
accordance with the criteria contained in these Regu lations and the customer
identification records shall be made available to the compliance officer, other
appropriate staff and competent authorities.

Failure to 24, 1) A Financial Institution that is unable to comply with the
CDD
complete measures pursuant to these Regulations shall—
CDD.
(@) not be permitted to open the account, commence business relations or

perforen the transaction with the concerned persons ; and

(b) be required to render a Suspicious Transaction Report to the NFIU.

(2) A Financial Institution that has commenced the business
relationship prior to the conduct of CDD shall terminate the business
relationship and render Suspicious Transaction Reports to the NFIU.

3) Where Financial Institutions suspects that transactions relate
to money laundering, terrorism financing or proliferation financing, during
the establishment or course of the customer relationship, or when conducting
occasional transactions, it shall immediately—

(@)  obtain and verify the identity of the customer and the beneficial owner,
whether permanent or occasional, irrespective of any exemption or any
designated threshold that might otherwise apply ; and

(b)  render a Suspicious Transaction Report to the NFIU immediately.

(4) Where Financial Institutions suspects that a transaction relates to
ML, TF and PF and it believes that performing the CDD process shall tip-off
the customer, it shall—

(@) not pursue the CDD process, and
(b)file an STR to the NFIU immediately.

5) A Financial Institution shall ensure that its employees are
aware of, and sensitive to the issues mentioned under this regulation.

(6) When assessing risk, Financial Institutions shall consider all
the relevant risk factors before determining the level of overall risk and the
appropriate level oftnitigation to be applied.
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(7) Financial Institutions are allowed to differentiate the extent of
measures, depending on the type and level of risk for the various risk factors
and in a panicular situation they niay apply—

(a) normal CDD for customer acceptance measures ;
(b) enhanced CDD for on-going monitoring ; or

(C) any of the procedures as may be considered appropriate in the circumstance.
25.—(1) Financial Institutions are permitted to apply simplified CDD  Lower risk

*neasures only where lower risks have been identified through an adequate tcrl;ﬁ:zigteigsﬁs
analysis of the risks. or producls.

(2) The simplified measures should be commensurate with the lower
risk factors but are not acceptable whenever there is suspicion of ML, TF or
PF, or specific higher risk scenarios apply.

26.—(1) Financial Institutions Inay adopt physical or electronic Know-  Tiered K yc
Your-Customer (e-KYC) approach to on-board customers; and the measures.
procedures adopted by Financial Institutions on e-KYC shall comply with
the requirenlents
of CBN's Guidance on e-KYC.

(2) A tiered KYC standard shall be utilized to ensure application
of flexible account opening requirements for low-value and medium value
accounts which shall be subject to caps and restrictions.

3) As the transactions and value increases, the account opening
requirements shall increase progressively with less restrictions as may be
specified by the CBN on operations.

4) Financial Institutions shall have mechanisms in place for
monitoring of accounts opened under the Tiered Know Your Customer
procedures to ensure that such accounts are not misused for ML or T F.

Reliance on 27.—(1) A Financial Institution that relies upon another F! or DNFBP
intemediaries  to conduct its CDD shall—

and third

parties on (a) ensure that the Financial Institution and DNFBP are subject to and
CDD have measures in place for compliance with the record keeping

requirements
function. prescribed under these Regulations ; and
(b) satisfy itself that copies of identification data and other relevant
documentation relating to the CDD requirements shall be made available
from the third party upon request without delay.

(2) A Financial Institution shall satisfr itselfthat a third party is a
regulated and supervised institution and that it has measures in place to
comply with requirements of CDD reliance on intermediaries and other third
parties on CDD as contained in these Regulations.
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3) Financial Institutions relying on intermediaries or other third
parties who have no outsourcing, agency. business relationships, accounts or
transactions with it or their clients shall perform some of the elements of the
CDD process on the introduced business.

4) The criteria to be met in canying out the elements of the CDD
process by the financial institution referred to in sub-regulation (3) of this
regulation are

(@) immediately obtain from the third party the necessary
information concerning certain elements of the CDD process ;
(b) take adequate steps to satisfy itself that copies of

identification data and other relevant documentation relating to CDD
requirements shall be made available from the third party upon request
without delay ;

(c) satisfy themselves that the third party is regulated and
supervised in accordance with core principles of AML, CFT and CPF and
has measures in place to comply with the CDD requirements set out in
these Regulations ; and

(d) ensure that adequate Know-your-Customer ("KYC")
provisions are applied to the third party in order to obtain account

information for competent authorities.

5) Notwithstanding the conditions specified in this regulation,
the ultimate responsibility for customer identification and verification shall
be with the Financial Institution relying on the third party.

(6) When determining in which countries the third party that
meets the conditions can be based, Financial Institutions shall have regard to
information available on the level of country risk.

@) For Financial Institutions that rely on a third party that is
part of the same financial group, relevant competent authorities may also
consider that the requirements ofthe criteria above are met in the following
circumstances—

(@) the group applies CDD and record-keeping requirements, in line

with programmes against ML, TF or PF ;

(b) the implementation ofthose CDD and record-keeping
requirements and AML, CFT and CPF programmes is supervised at a group

level by a competent authority ; and

(C) any higher country risk is adequately mitigated by the group's

AML, CPT and CPF policies.

PART V—ADDITIONAL CUSTOMER DUE DILIGENCE
MEASURES FOR SPECIFIC CUSTOMERS AND ACTIVITIES
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28. Financial Institutions shall perform Enhanced Due Diligence  Application
(EDD)
for h igher risk customers, business relationship or transactions including—  ofenhanced
due diligence

(a) non-resident customers ;
(b) private banking customers ;

and

to higher risk
customers

(C) legal persons or legal arrangements such as trusts that are personal activities.
assets-holding vehicles ;

(d) companies that have nominee-shareholders or shares in bearer form ;
(e) Politically Exposed Persons ('PEPS') ;

(f)
(9)

cross-border banking and business relationships, and
any other businesses, activities or professions as may be

prescribed by regulatory, supervisory or competent authorities.

29.—(1) PEPS are individuals who are or have been entrusted with Politically
prominent public functions in Nigeria or in foreign countries, and people or  Exposed
entities associated with them and include— Persons

(PEP).

(a) Heads of State or Government ;

(b) State Governors ;

(c) Legislators ;

(d) Local Government Chairmen ;

(e) senior politicians ;

(f) senior government, judicial or military officials ;

(9) senior executives of State-owned corporations ;

(h) important political party officials ;

(i) family members or close associates of PEPS ; and (i) members of royal
families.

(2) PEPS also include persons who are, or have been,
entrusted with a prominent function by an intemational organization
including members ofsenior management such as directors, deputy
directors and members of the board or equivalent functions and their
family members and close associates.

(3) Financial Institutions shall in addition to performing
CDD measures, establish appropriate risk management systelns to
determine whether a potential customer or existing custo:ner or the
beneficial owner is a PEP.

(4) Financial Institutions shall obtain senior management
approval before they establish business relationships with a PEP
and shall render monthly returns on all transactions with PEPS to
the CBN and NFIU.
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(5) Where a customer has been accepted or has an ongoing
relationship '.vith a Financial Institution and the customer or
beneficial-owner is subsequently found to be or becomes a PEP, the
Financial Institution shall obtain senior Inanagement approval to
continue the business relationsh ip.

(6) Financial Institutions shall take reasonable measures to
establish the source of wealth and the source of funds of custonlers
and any beneficialowner identified as PEP.

(7) A Financial Institution that is in a business relationship
with a PEP shall conduct enhanced on-going Inonitoring of that
relationship and in the event of any abnormal transaction, the
Financial Institutions shall flag the account and report the
transaction inunediately to the NFIU as a suspicious transaction.

0 (1) For cross-border and correspondent banking and
other silnilar relationships, Financial Institutions shall, in addition to
perform ing the normal

CDD Ineasures, take the following measures—

(a) gather sufficient information about a respondent institution to
understand fully the nature of its business and deterilline frorn publicly
available information, the reputation of the institution and the quality of
supervision, including whether or not it has been subject to ML, TF or PF
investigation or regulatory action ;

(b)

through-account, the financial institution shall—

(a) be satisfied that its customer (the respondent bank or Financial

Institution) has performed the normal CDD obligations on its customer that have
direct access to the accounts of the correspondent Financial Institution ; and

(b) be satisfied that the respondent financial institution is able to

provide relevant CDD information upon request to the correspondent
financial institution.

(3) A Financial Institution shall establish clear understanding of the

respective AML, CFT and CPF responsibilities of each corresponding
institution.

assess the respondent institution 's AML, CFT and CPF controls and
ascertain that they are in compliance with FAT F Standards ;

()

obtain approval froli senior management before establishing
correspondent relationships ; and

(d) clearly understand and document the respective AML, CPT and CPF
responsibilities of each respondent institution.

(2) Where a correspondent relationship involves the maintenance of payable



31.—( 1) A Financial Institution shall identify and assess the ML, TF
and PF risks that Inay arise in relation to the development and deploy:nent
of new products and business practices including new delivery mechanisms
and the use of new or developing technologies for both new and pre-existing
products.

(2) Financial Institutions are required to undertake risk
assessment prior to the launch of the new products, business practices or the
use of new or developing technologies, which shall be doculnented and
appropriate Ineasures taken to Inanaoe and mitigate such risks on a
continuous basis.

3) Financial Institutions shall have policies and
procedures in place to address any specific risk associated with non-
face-to-face business relationsh ips or transactions.

4) The policies and procedures required to be taken shall be
applied automatically when establishing customer relationships and
conducting on"Oing due di ligence and measures for managing the risks are
to include specific and CDD procedures that apply to non-face-to-face
custOlners.

32.—(1) All natural and legal persons performing Money or Value
Transfer Service (MVTS operators') shall be licensed by the CBN and shall
be subject to the provisions of these Regulations, the relevant provisions of
the MLPPA, TPPA and other relevant laws or regulations.
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(2) M VT S Operators shall niaintain a current list of their agents and render

quarterly returns to the CBN and the NFIU.

(3) In addition to the requirement specified in this regulation, MVTS
Operators shall gather and maintain sufficient in formation about their agents and
correspondent operators or any other operators or institutions they are or likely to

do business with.
(4) MVTS Operators shall—

(a) assess their agents' and correspondent operators' AML, CFT and CPF
controls and ascertains that such controls are adequate and effective ; (b) obtain
approval from the CBN before establishing new correspondent relationships ;

(c) document and maintain a checklist of the respective AML, CFT and
CPF responsibilities of each of their agents and correspondent operators ;

(d) provide accurate originator and beneficiary information, on wire
transfers and related messages, and that the information remains with the

wire transfer or related message throughout the payment chain ;

(e) take appropriate measures to monitor all transfers for the purpose of detecting

those which lack originator and beneficiary information ; and

(f)

take freezing action in processing transfers to prohibit transactions

with designated persons and entities in line with the obligations set out in the
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relevant United Nations Security Council resolutions, Nigerian laws, and other
relevant authorities.

(5) MVTS provider that controls both the ordering and the beneficiary side
of the wire transfer shall—

(@) take into account all the information from both the ordering
and beneficiary sides in order to determine whether STR should be
filed ; and

(b) file an STR of the wire transfer and provide relevant
transaction information to the NFIU.

Wire 33.—(1) For every wire transfer of US$ | ,000 or its equivalent in other transfers.
foreign currencies or more, the ordering Financial Institution shall obtain and maintain the
following information relating to the originator ofthe wire transfer— (a) the name of the
originator and beneficiary ;
(b) the originator's account number (or a unique reference number where
no account number exists) ;

(c) the originator's address which may be substituted with a national
identity number ;

(d) unique identification number ; and

(e) the beneficiary account number where such an account is used to
process the transaction or, in the absence ofan account, a unigque transaction
reference number which permits traceability of the transaction.

(2) For every wire transfer of US$ 1,000 or its equivalent in other foreign
currencies—

(@) the ordering Financial Institution shall obtain and verify the
identity of the originator in accordance with the CDD requirements
contained in these Regulations ;

(b) the beneficiary Financial Institution shall obtain and veri%'
the identity of the beneficiaw and maintain record of information in
accordance with the CDD and record keeping requirements
contained in these Regulations where it has not been previously
obtained.

3 For cross-border wire transfers of US$ 1,000 or its equivalent
in other foreign currencies , the ordering Financial Institution shall include
the full originator information in sub-regulation ( | ) ofthis regulation in the
message or the payment form accompanying the wire transfer.

4 Where however, several individual cross-border wire transfers
of US$ 1,000 or its equivalent in other foreign currencies, from a single
originator are bundled in a batch-file for transmission to beneficiaries in
another country, the ordering Financial Institutior, should only include the
originator's account number or unique identifier and lilll beneficiary
information that is fully traceable on each individual cross-border wire
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transfer, provided that the batch-file (in which the individual transfers are
batched) contains full originator information that is fully traceable *within
the recipient country.

5) For every domestic wire transfer, the ordering financial
institution
€)) include the full originator and beneficiary information in the
message or the payment form accompanying the wire transfer ; or
(b) include only the originator and beneficiary account number or

a unique identifier, within the message or payment form provided that this
number or identifier will permit the transaction to be traced back to the
originator or the beneficiary and can be made available to the beneficiary
Financial Institution and to the competent authorities within three business
days of receiving the request.

(6) The inclusion ofthe originator's account number or the
originator's unique identifier alone should be permitted by Financial
Institutions only where the originator's full information can be made available
to the beneficiary financial institution and to the appropriate authorities
within three business days of receiving the request.

(7) Each intermediary and beneficiary Financial Institution in the
payment chain shall ensure that all the originator and beneficiary information
that accompanies a wire transfer is transmitted with the transfer.

(8) Where cross boarder wire transfers that lacked required
originator
or beneficiary information, or where technical limitations prevent the full

originator inforenation accompanying a cross-border wire transfer from
being transmitted with a related domestic wire transfZr, during the necessary
time to adapt payment systems, a record shall be kept for five years by the
receiving intermediary Financial Institution of all the information received
frolii the ordering financial institution.

9 intermedimy Financial Institution shall take reasonable
measures that are consistent with straight-through processing to identify
cross border transfer that lack required originator or beneficiary information.

(10)  Beneficiary and intermediary Financial Institution shall adopt
effective risk-based policies and procedures for determining—

" (a) when to execute, reject or suspend a wire transfer lacking required
originator or beneficiary information ; and

(b) reasonable measures and appropriate follow up actions to be taken,
not later than 24 hours.
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(11) The lack of complete originator's information shall be considered
as a factor in assessing whether a wire transfer or related transactions are
suspicious and Financial Institution shall immediately file a STR on wire
transfers with incolnplete originator's transaction information to the NFIU or
where necessary, request the NFIU to contact the FIU of the country affected
by the suspicious wire transfers.

(12) The beneficiary's Financial Institution shall restrict or even
terminate its business relationship with the Financial Institutions that fail to
meet the standards specified in this regulation.

(13) For every wire transfer, Financial Institutions shall take
freezing action and prohibit transactions with persons and entities designated
as terrorists or with terrorist activities under any relevant United Nations
Security Council resolutions, Nigerian laws and other relevant authorities.

(14) Cross-border and domestic transfers between Financial
Institutions are not applicable to the following types of payments—

(@) any transfer that flows from a transaction carried out using a
credit or debit card so long as the credit or debit card number accompanies
all transfers flowing from the transaction, such as withdrawals from a bank
account through an ATM machine, cash advances from a credit card or
payments for goods and services, provided that where credit or debit card
are used as a payment system to effect a money transfer the necessary
information should be included in the message ; and

(b) transfers and settlements between Financial Institution where
both the originator and the beneficiary are Financial Institutions acting on
their own behalf.

(1 5) The information required under sub-regulation (14) need not be
verified for accuracy, provided that Financial Institutions should be required
to verify the information penaining to its customer where there is a suspicion
of ML, TF or PF.

Attention to 34.—(1) A Financial Institution shall apply enhanced due diligence,
countries.high-risk proportionate to the risks, to business relationships and transactions
with natural or legal persons (including financial institutions) from countries for which the

FATF raised such concerns.

(2) Pursuant to section 66 (2) of the BOFIA 2020, the CBN shall,
proportionate to the risks, call for specific counter measures to be applied
by Financial Institutions against high-risk countries, including the
mandatory application of enhanced due diligence measures as provided
under Parts IV, V and IX of these Regulations.

(3)  Counter measures may include, inter alia—



B 2093

(@) limiting business relationships or financial transactions with
the high-risk countries or with persons located in the country concerned

(b) reviewing and amet 'ding or, if necessary, terminating the
agreement or arrangement governing the correspondent banking or
business relationships with Financial Institutions or other counterpart
institutions in the country concerned ;

(C) conducting enhanced external audit, by increasing the intensity
and frequency, for branches and subsidiaries ofthe reporting entity
located in the country concerned ;

(d) prohibiting reporting entities from relying on third parties
located in the country concerned to conduct elements of the due
diligence process ; and

(e) conducting any other measures as may be specified by the
CBN.

4) For the purposes of this regulations, "high-risk countries"
means— (a) countries which are subject to a call for application of counter
measures by the FATF:

(b) countries identified by CBN or other competent authorities as
having strategic deficiencies in their AML, CFT and CPF regimes or
posing a risk to the AML, CFT and CPF regime of Nigeria.

(5)  The CBN shall publish the list ofhigh-risk countries and any
subsequent update to the list on its official website.

(6) The list of high-risk countries shall be promptly updated by the
CBN as and when there are—

(a) any amendments to the FATF's list of countries subject to a
call for counter Ineasures ; or

(b) any revisions to the list identified by the CBN pursuant to this
regulation.

(3) A Financial Institution shall implelnent counter measures
proportionate to the risks when called for by the CBN pursuant to this regulation.

(4) Financial Institutions Inay apply additional counter measures
including the following—

(@) stringent requirements for identifying clients and enhancement
of advisories, including jurisdiction-specific financial advisories to
Financial Institutions for identification of the beneficial owners before
business relationships are established with individuals or companies from
that jurisdiction ;
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(b) enhanced relevant reporting mechanisms or systematic
reporting of financial transactions on the basis that financial transactions
with such countries are Inore likely to be suspicious ;

(c) limit business relationships or financial transactions with the
identified country or persons in that country.

PART VI—MAINfENANCE OF RECORDS

Keeping and 35.—(1) Financial Institutions shall maintain all necessary records of

maintenance  transactions, both dornestic and international for at least five years after

ol'recordson  completion of the transaction or such longer period as may be required by the

transactions.  cBN and other competent authorities provided that this requirenent shall
apply regardless of whether the account or business relationship is on-going
or has been terminated.

(2)  The colnponents of records of transactions to be maintained by
Financial Institutions shall include the—

(a) records ofcustO1ners and beneficial owners obtained through C
DD measures inluding copies or records of official identification
doculuents like passports, identity cards, drivers' licenses or allied
documents and beneficiary' *s nanles, addresses or other identity ing
infor!nation norennally recorded by the interniediary ;

(b) nature and date of the transaction ,
(c) type and an-lount of currency involved:
(d) type and identif)ing number of any account involved in the transaction

(e) results of any analysis including inquiries to establish the
background and purpose of convle.x unusual large transactions and

(1) busiiless correspondence including paoer and electronic.

(3)  Financial Institutions shall inainlain records ofthe identification
data. account files business correspondence and €esufis of any afialysis
underlaken for at least five years after the tennination oran account or
business relationsh ip, or such longer period as Inay* be specified the C BN
and other conv,etent authorities.

(4) A Financial Institution shall that all custcnner-transaction
records and in fornialion are m,ailable on cc-quest to the C BIN and other
competent authorities on a til71elv basis, not later than -18 hours.

(5)  Transaction records kept by Financial Institutions shall be suffcient
to permit reconstruction ofindividual transactions to provide, where necessary,
evidence for prosecution of any criminal activity.



36.—(1) Records ofthe supporting evidence and methods used to verify
identity shall be retained for a minimum period of five years after the account
is closed or the business relationship has ended.

2 Where the supporting evidence cannot be copied at the time
it was presented, the reference numbers and other relevant details of the
identification evidence shall be recorded to enable the documents to be
obtained later.

3) Confirmation ofevidence in sub-regulation (2) ofthis
regulation shall be acceptable provided that the original documents were
seen by certifying either on the photocopies or on the record that the details
were taken down as evidence.

4) Where checks are made electronically, a record of the actual
information obtained or where it can be re-obtained shall be retained as part
ofthe identification evidence.

(5) The record in sub-regulation (4) of this regulation shall
make the production of the actual information that would have been obtained
before, less cumbersoine.

PAR] V [—MONITGRING AND REPORTING OF SUSPICIOUS TRANSACTION

37.—( | ) Financial Institutions shall pay special attention to all
complex, unusually large transactions or unusual patterns of transactions that
have no visible econornic or lawful purpose.

2 Financial Institutions shall investigate suspicious
transactions and report its findings to the NFIU immediately, in compliance
with the relevant provisions of the MLPPA.

3 For the purpose of sub-regulation ( 1) of this regulation,
"complex or unusually large transactions™ or "unusual pattern of
transactions"” include significant transactions relating to a relationship or
transactions that exceed certain liniits, ve!Y high account turnover
inconsistent with the size ofthe balance or transactions 'yvhich fall outside
the regular pattern of the account's activity.

Y]
il

{1) W'here a transaction .

(a)involves a frequency which is unjustifiable or unreasonable ;

(b)is surrounded by conditions of unusuai or unjl.tstifiecl coinplexiLy ;

(c)appears to have no econolnicjustification or lawful objective ; or
(d)in the opin ion otsthe Financial Institution involves proceeds

ofcrilninal activity, unlawful act, ML, T F, PF or is inconsistent with ihe

kno*,vn
transaction pattern of the account or business relationship ¢ the transaction
shall be deeined to be suspicious, regardless of the annunt, and the Financial
Institution shall seen'. nformatics: fiomn the custotnel* 1Q the origin and
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destination of the funds, the purpose of the transaction and the identity of the
beneficiary.

(2) Where a Financial Institution suspects that the funds mentioned under
sub-regulation ( 1) ofthis regulation—

(@) are derived from legal or illegal sources but are intended to
be used for an act of terrorism ;

(b) are proceeds of a crime related to terrorism financing ;

(C) belong to a person, entity or organization considered as

terrorists ; or (d) are intended for financing the proliferation of weapons of mass
destruction, ‘it shall immediately and without delay report the matter to the

NFIU and shall ‘not be liable for violation of the confidentiality rules and
banking secrecy obligations for any lawful action taken in furtherance of this
obligation.

(3) Financial Institutions shall iminediately and without delay ; but not later
than 24 hours—

(@)  draw up a written report containing all relevant information on
the transaction, together with the identity of the principal and where appl
icable, of the beneficiary or beneficiaries ;

(b) take appropriate action to prevent the laundering of the proceeds
of a crime, an illegal act or financing of terrorism ; and

(c)  report to the NFIU any suspicious transaction, stating clearly the
reasons for the suspicion and actions taken.

(4)  The obligation on Financial Institutions provided for in this regulation
shall apply whether the transaction is completed or not.

(5 A Financial Institution that fails to comply within the stipulated
timeframe with the provisions of—

@ sub-regulation ( 1) of this regulation shall be liable to a penalty
as stipulated in the CBN AML, CFT and CPF (AdIninistrative Sanctions)
Regulations ; or

(b) sub-regulation (2) ofthis regulation is liable to sanction as
stipulated in the TPPA.

(6)  Financial Institutions, their directors, officers and einployees
are prohibited from disclosing that an STR or related information is being
filed with the NFIU.

(7)  the directors, officers and employees of Financial Institutions
who carry out their duties under MLPPA in good faith shall not be liable to
any civil or criminal liability or have any criminal or civil proceedings
brought against them by their customers.



39.—(1) Financial Institutions shall have a written Policy Framework
that guides and enables its staffto monitor, recognize and respond
appropriately
to suspicious transactions in addition to the guidance issued by competent

authorities.

(2) Financial Institutions shall have ML, TF and PF monitoring systems
in place which may be manual or automated and the monitoring system shall
be documented, reviewed and updated regularly.

3) A Financial Institution shall appropriately designate an
officer as the AML, CFT and CPF Compliance Officer to supervise the
monitoring and reporting ofterrorism financing and suspicious transactions,
among other duties.

4) Financial Institutions shall be alert to the various patterns of
conduct that are known to be suggestive of ML, TF and PF and shall maintain
and disselninate a checklist of such transactions to the relevant staff.

(5) When any staff of a Financial Institution detects any "red
flag" or suspicious ML, TF and PF activity, the institution shall promptly
institute a "Review Panel" under the supervision of the CO1lnpliance Officer
and every action taken shall be recorded.

(6) Financial Institutions and their staff shall maintain
confidentiality in respect of any investigation conducted in pursuance ofthese
Regulations and any suspicious transaction report that Inay be filed with the
NFIU consistent with the provision of the MLPPA and TPPA and shall not
say anything that might "tip off" any person or entity that is under suspicion
of ML, T F or PF.

@) A Financial Institution that suspects or has reason to suspect
that funds are the proceeds ofa criminal activity or are related to terrorism
financing shall promptly report its suspicions to the NFIU.

(8) All  suspicious transactions, including attempted
transactions are to be reported regardless of the asnount involved.

9 The requirement to report suspicious transactions applies
regardless of whether they are considered to involve tax matters or other
matters.

(10) Financial Institutions, their directors, officers and
employees whether permanent or temporary, are prohibited from disclosing
the fact that a report of a transaction shall be or has been filed with the
competent authorities.

(1) In compliance with the TPPA, Financial Institutions shall forward
to the NFIU without delay but not later than 24 hours, reports of suspicious
transactions relating to—
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Procedure
for the
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and
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suspicious
transactions.
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(a) funds derived frcnn illegal or legal sources that are intended to be used

for any act of terrorism ;

Other forms of
reporting.

AML,CFT and
CPF employee
education - and
training
programme.

(h) proceeds of a crilne related to terrorism financing ; or
(c) proceeds belonging to a terrorist, terrorist entity or 01ganization.

40.—(1 ) Financial Institutions shall report in writing any single
transaction, lodgment or transfer of funds in excess of N5,000,000 and NI
1,000,000 or their equivalent made by an individual and corporate body
respectively to the NFIU in accordance with the MLPPA.

(2) Financial Institutions shall render reports in writing on
transfers to or from a foreign country of funds or securities by a person
or body corporate, of a sum exceeding US$ 1 0,000 or its equivalent
to CBN, and the NFIU within 7 days from the date of the transaction.

(3) Money Service Business shall render reports in writing
on transfers to or from a foreign country of funds or securities by a
person or body corporate, of a sum exceeding US$5,000 or its
equivalent to CBN and the NFIU within 7 days from the date of the
transaction.

4) Financial Institutions shall render reports in writing on
domestic transfers involving foreign currencies by a person or body
corporate, of a sum exceeding US$ 10,000 or its equivalent to CBN, and the
NFIU within 7 days from the date of the transaction.

(5) Details of a report sent by a Financial Institution to the NFIU
shall not be disclosed by the Financial Institution O'r any of its officers to
any other person including the principal and beneficiaries of the transaction.

PART VIN—AML, CFT AND CPF EMPLOYEE A WARENESS
AND TRAINING PROGRAMME

41.—(1) Financial Institutions shall design comprehensive training
programmes for board members, management and staff to establish full
awareness oftheir obligations and also to equip them with relevant skills
required for the effective discharge of their AML, CFT and CPF tasks.

(2) The timing, coverage and content ofthe employee training
programme shall be tailored to meet the needs of the Financial Institution to
ensure compliance with the requirements and provisions oft! .ese
Regulations.

(3) Financial fnstitutions shall provide comprehensive training
progratnmes for staffcovering compliance officers and as pan ofthe
orientation progranunes for new staff and those posted to the front office,
banking operations and branch office staff, particularly cashiers, account
opening, mandate, and marketing staff, internal control and audit staff.

(4) Financial Institutions shall render quarterly returns on their level
of compliance on its education and training programmes to the CBN.
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(5) An AML, CFT and CPF training programme shall be developed
under the guidance of the Compliance Officer in collaboration with top
Manaoement.

(6) The basic elements of the AML,CFT and CPF training
programme of Financial Institutions shall include—

(a) AML, CFT and CPF Laws and Regulations ;
(b)the nature of ML, TF and PF and offences ;

(C)ML,TF and PF 'red flags' and suspicious transactions, including trade-based
money laundering typologies ;

(d)reporting requirements ;
(e)Cust01ner Due Diligence ;

(T) risk-based approach to AML, CFT and CPF ; and" = (g) record keeping and
retention policy.

(7) Financial Institutions shall submit its annual AML, CFT and CPF .
employee training programme for the fol lowing year to the CBN.
_ _ 42.—( 1) Financial Institutions shall monitor their employees' Monitoring
accounts for potential signs of ML, TF and PF. ote employee
(2) Financial Institutions shall subject employees' accounts to the®®"duct
same AML, CFT and CPF procedures as applicable to other customers'
accounts.

3) The requirement specified in sub-regulation (2) of this
regulation shall be performed under the supervision of the CCO and the account
of this officer is in turn to be reviewed by the Chief Internal Auditor or a person
of adequate and similar seniority.

4 Compliance reports including findings shall be rendered to the
CBN and NFIU at the end of June and December of every year.
5) The AML, CFT and CPF performance review of staff shall be

part of employees' annual performance appraisals.

43—( 1) Financial Institutions shall make it possible for employees to ~ Protection of
report any violations of the institution's AML, C FT and CPF compliance S&% ~ Who
. . . report
progranune to the Chief Compliance Officer.

violations.
* (2) Financial Institutions shall direct their enployees in writing to always

cooperate ful ly with the Regulators and law enforcement agents and to promptly
report suspicious transactions to the NFIU.

3 Where theeviolations involve the CCO, employees shall
report the violations to a designated higher authority such as the Chief
Internal Auditor, the Managing Director or in confidence to the CBN or
NFIU.
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(4)

Financial Institutions shall inform their employees in

writing to make their reports confidential and to assure employees of

protection from victim ization as a result of making any report.

Trust.
noninees

fiduciaries.

OlI'ft-shore trusts.

PART IX—CUSTOMERS DUE DILIGENCE FOR LEGAL
ENTITIES AND ARRANGEMENTS

44 —{ 1) Trusts, nominees and fiduciary accounts present a higher '
ML, TF and PF risk than others.

(2) Identification and "Know Your Customer's Business" procedures
shall be set and managed in accordance with the perceived risk.

(3) The principal objective of ML, T F and PF prevention in
relation to trusts, nominees and fiduciaries shall be to verify the identity of
the provider of funds such as the settlor, and those who have control over
funds like the trustees and any controllers who have the power to remove the
trustees.

4) For discretionary or off-shore trust, the nature and purpose
of the trust and the original source of funding shall be ascertained.
(5) Whilst reliance may be placed on other Financial Institutions

that are regulated for ML, TF and PF prevention to undertake the checks or
confinn identity, the responsibility to ensure that this is undertaken shall vest
with the Financial Institution and the underlying evidence of identity shall be
made available to law enforceinent agencies in the event of an investigation.

(6) Identification shall be obtained and not waived for any
trustee who does not have authority to operate an account and cannot give
relevant instructions concerning the use or transfer of funds

45.—(1) Since off-shore trusts present a higher ML, TF and PF risks,
additional measures shall be needed for Special Purpose Vehicles (SPVSs) or
International Business Companies connected to trusts.

(2) Where trusts are set up in off-shore locations with strict bank
secrecy or confidentiality rule, those created in jurisdictions without
equivalent ML, T F and PF procedures in place shall swarrant additional
enquiries.

(3) Except an applicant for business is a regulated Financial
Institution, Ineasures shall be taken to identify the trust con7pany or the
corporate service provider in line with the requirements for professional
interniediaries or compan ies generally.
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(4) Certified copies of the docunlentary evidence of identity for the
principals including settlors and controllers on whose behalf the appl icant
for business is acting shall be obtained.

(5) For overseas trusts, nominee and fiduciary accounts, where the
applicant Financial Institution that is regulated for ML, TF and PF
purposes— (a) reliance may be placed on an introduction or intennediary
certificate letter, slating that evidence of identity exists for all underly'ing
principals and confirlning that there are no anonymous principals :

(b) the trustees or nominees shall state from the outset the capacity in
which they are or making the application ; and

(©) documentary evidence of the appointment of the current trustees
shall be obtained.

(6) Where the evidence is not retained in Nigeria, enquiries shall
be made to determine, that there is no overriding bank secrecy or confidential
ity constraint that shall restrict access to the docmnentary evidence of
identity, where needed in Nigeria.

(7) An application to open an account or undertake a transaction
on behalfof another without the applicant identifring his trust or nominee
capacity shall be regarded as suspicious and shall lead to fulther enquiries
and rendition of reports to the NFIU.

(8) Where a bank in Nigeria is the applicant for an off-shore trust on -
behalfofa customer and the corporate trustees are not regulated, ihe Nigerian bank
shall undertake due diligence on the trust itself.

(9) Where funds have been drawn upon an account that is not under the control
of the trustees :
(@) the identity ofthe authorized signatories and their authority to
operate the account shall be verified.

(b)  verification shall be carried out when payments are to be made
where the identity of the beneficiaries have not previously been verified.
46.__{1) For conventional Nigerian trusts, identification evidence shall Conventional

be obtained frolll— Iamily and
absolute
(a) those who have control over the funds and the principal trustees nieerian
who can include the settlor ; trusts.

(b) the providers of the funds, the settlors, except where they are deceased : and
(c) where the settlor is deceased, written confirmation shall be obtained
for the source of funds, grant of probate or copy ofthe Will or other
document creating lhe Trust.
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2 Where a corporate trustee such as a bank acts jointly with a cotrustee,
any non-regulated co-trustee shall be veri fied even where the corporate trustee is
covered by an exemption and the relevant guidance contained in these Regulations
for verifjing the identity of persons, institutions or companies shall be {01 lowed.

3) A Financial Institution may not review an existing trust but the bank
confirmation of the settlor and the appointment of any additional trustees shall be
obtained.

(@) Copies of any underlying documentary evidence shall be certified as
true copies and a check shall be carried out to ensure that any bank account on which
the trustees have drawn funds is in their names.

5) Where a risk-based approach is adopted, consideration shall be given
as to whether the identity of any additional authorized signatories to the bank account
may be verified.

(6) A payment for any trust property shall be made to a trustee and
as a matter of practice, where payment is to be made to the named beneficiary,
it shall be by way of a crossed cheque marked "account payee only" or a bank
transfer direct to an account in the name of the beneficiary.

Reeeipt and —(1}  Where money is received on behalf of a trust, reasonable
payment of  steps shall be taken to ensure that the source of funds is properly identified

Poutdy. and the nature of the transaction or instruction is understood.

(2) A Payment shall be properly authorized in writing by the trustees.
Wemsification 48. Where a trustee _V\(ho has been ve_rified is replaced, th_e identity of the
of new new trustee shall be verified before he is allowed to exercise control over
trUstess. funds of the trust.

49.—(1) The authority to deal with assets under a Power of Attorney and

ROWers of  third party mandates constitute a business relationsh;p.

Attormey

and thitd-
(2 At the start of a relationship, identification evidence shall be
obtained from a holder of Power ofAttorney and third party mandates in
mandates. addition to the customer or subsequently on a later appointment of a new
Attorney, where advised, within 30 days of the start of the business

relationship.

3 An Attorney for corporate or trust business shall be verified

Executorship

and Financial Institutions shall always ascertain the reason for the granting
of a Power of Attorney.

4 Records of transactions undertaken in accordance with a
Power of Attorney shall be maintained as part of the customer's record.

Accounts. up the estate of a deceased person, the identity

5().—( 1) Where a bank account is opened for the purpose of winding
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of the executor or administrator of
the estate shall be verified.

- (2) Identification evidence shall not be required for the executors
or administrators where payment is made from an established bank or
mortgage institution's account in a deceased's name, solely for the
purpose of winding up the estate in accordance with the grant of probate
or letter of administration.

(3) A payment to beneficiaries in
' sub-regulations (1 ) and (2) of this regulation on the instructions of the
executor or administrator may be made without additional verification
requirements, except that where a beneficiary wishes to transact business in
his own name, then identification evidence shall be required.
(4) Where suspicion is aroused in respect of the nature or origin of assets
comprising an estate that is being wound up, such suspicion shall be
reported to the NFIU.
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51. | ) Stockbrokers, fund managers, solicitors, accountants, estate  “Client .
agents and other intermediaries frequently hold funds on behalf of their Accounts

. e N . ) . e opened by
clients in "client accounts™ opened with Financial Institutions. professional
(2) Accounts in sub-regulation ( 1) of this regulation may be ~Mermediaries.

general 01nnibus accounts holding the funds of many clients or they may
be opened specifically for a single client.

3) In each case, it is the professional intermediary who is the
Financial Institution 's customer and this situation shall be distinguished
from those where an intermediary introduces a client who himself becomes
a customer of the Financial Institution.

4) Where a professional intermediary is covered or supervised
for compliance to AML, CFT or CPF, identification Inay be waived on
production of evidence.

(5) Notwithstanding sub-regulation (4) of this regulation,
where the professional intermediary is not supervised for AML, CFT or
CPF and does not have measures for cotnpliance with CDD and record-
keeping requirements, the Financial Institution shall verify the identities
ofthe professional intermediary and the person on whose behalf it is acting.

(6) Where it is impossible for Financial Institutions to establish
the identity of the person for 'vwvhom a solicitor or accountant is acting, it
shall take a commercial decision based on its knowledge of the
intermediary', as to the nature and extent of business that they are prepared
to conduct where the professional firm is not itself covered by these
Regulations.

@) Financial Institutions shall Inake reasonable enquiries
about transactions passing through client-accounts that give cause for
concern and shall report any suspicion to the NFIU.

(1) Where an applicant is an Lin-incorporated business or a Un-
partnership whose principal partners or controllers do not already have a  incorporated
business relationship with the Financial Institution, identification evidence E;rst':;s;h?g
shall be obtained in respect of the principal beneficial owners or controllers
and any signatory in wh0111 significant control has been vested by the
principal
beneficial owners or control lers.

(2) Evidence ofthe address of a business or partnership shall be
obtained and *where a current account is being opened, a visit to the place of
business may be made to confirm the true nature of the business activities
and a copy of the latest report or audited accounts shal} be obtained.
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(3) The nature of the business or partnership shall be verified to ensure
that it has a legitimate purpose.

(4) Where a formal partnership arrangement exists, a mandate from
the partnership authorizing the opening of an account or undertaking of the
transaction shall be obtained.

L inlited 53. A limited liability partnership shall be treated as a corporate
iLy customer for verification of identity and know your customer purposes.
partnership.

54.__ {I) The legal existence of an applicant-company shall be verified

corporate from official documents or sources to ensure that persons purporting to act
on
customers. its behalf are fully authorized.

(2) Where the controlling principals cannot be identified, enquiries
shall be made to confirm that the legal person is not merely a "brass-plate

company".-
The identity 55. (I) The identity of a corporate company shall comprise of—
corporate (@) CAC registration number ;
company. (b) registered corporate narne and any trading names used ;

(C) registered address and any separate principal trading addresses ;
(d) directors (including their B VN) ;

(e) owners and shareholders ;

(1) the nature of the company's business.

(g) Tax Identification Number (TIN) ; and

{1} Special Control Unit Against Money Laundering (SCUML)
registration (number, certificate or approval) for DNFBPs.
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56.—(1) Additional procedures shall be undertaken to ensure that the ~ Non face-
applicant's business, company or society exists at the address provided and Louf;%'zss
it is for a legitimate purpose because ofthe risks with non-face-to-face '
business, as with the requirements for private individuals.

(2) Where the characteristics of the product or service permit,
steps shall be taken to ensure that relevant evidence is obtained to confirm
that any individual representing the company has the necessary authority to
do so.

3) Where the principal owners, controllers or signatories need
to be identified within the relationsh:p, the relevant requirements for the Public
identification of personal customers shall be followed. regislcred

companies.

57.—(1) Corporate customers that are listed On the stock exchange are
considered to be publicly-owned and generally accountable and there is no
individual shareholders.

(2) The extent of identification measures required to validate the
information or the documentary evidence to be obtained in this regulation
depends on the nature of the business or service that the company requires
from the Financial Institution and a risk-based approach shall be taken.

(3) Information as to the nature of the normal business activities that
the company expects to undertake with the Financial Institution shall be
obtained.

(4) Before a business relationship is established, Ineasures shall be
taken by way of connpany search at the CAC and other commercial enquiries
undertaken to check that the applicant-company's legal existence has not
been or is not in the process of being dissolved, struck off, wound up or
terminated.

need to verify the identity of the

2 A Financial Institution shall make appropriate arrangements
to ensure that an officer or employee, past or present, is not using the name
of the company or its relationship with the Financial Institution for a criminal
purpose.

3 The Board resolution or other authority for a representative
to act on behalf ofthe company in its dealings with the Financial Institution
shall be obtained.

4) Phone calls may be made to the Chief Executive Officer of a
company in sub-regulation (3) of this regulation to intimate him of the
application to open the account in the Financial Institution.
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(5) The Identity of the directors of a quoted conipany may be
verified.
(6) Due diligence shall be conducted where the account or

service required falls within the category of higher risk business.

58.—(1) Where the applicant is an unquoted company and none of the Private
principal directors or shareholders already have an account with the Financial
companies. Institution, to verify the business, the following documents shall be
obtained from an official or a recogn ized independent source—

@ a copy of the certificate of incorporation or registration, evidence
of the coinpany's registered address and the list of shareholders and directors ;

(b) a search at the CAC or an enquiry through a business information
service to obtain in fonnation on the company ; and

(© an undertaking from a firm of lawyers or accountants confirming
the documents subm itted to the CAC.

(2) A Financial Institution shall pay attention to the place or origin ofthe
documents and background against which they were produced ;

Higher risk 59. Where a higher-risk business applicant is seeking to banking

business . . . . . . .

applicant. relationship or any other business relationship where third party funding and
transactions are permitted, the following evidence shall be obtained either in

documentary or electronic form—

(@) for established companies that are incorporated for 18
months or more, a set of the latest report and audited accounts shall be
produced ;

(b) a search report at the CAC or an enquiry through a business
information service or an undertaking from a firm of lawyers or
accountants confirming the documents submitted to the CAC ;

(©) a certified copy of the resolution ofthe Board of Directors
addressed to the Financial Institution to open an account and conferring
authority on those who will operate it ;

(d) the Memorandum and Articles ofAssociation of the
Fligher risk company ; and (e) any other document that the Finanacial Institution shall

business deem necessary.

;erli?/:?eg 0 60.—(1) Where a private company is undertaking a higher risk

companies. business, in addition to verifying the legal existence of the business, the
principal requirement is to look behind the corporate entity to identify those

who have ultimate control over the business and the company's assets.
enter into a full
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(2) Wwhat constitutes significant shareholding or control for the
purpose
of this regulation depends on the nature of the company and identification
evidence shall be obtained for shareholders with interests of 5% or more.

(3) Identification evidence shall be obtained for the principal-
beneficial owner of the company and any other person with principal control
over the company's assets.

(4) Where the principal owner is another corporate entity or trust, the
Financial Institution shall take measures that look behind that company or
vehicle and verifr the identity ofthe beneficial-owner or settlors and where
the Financial Institution is aware that the principal-beneficial owners or
controllers have changed, they are required to verify the identities of the new
owners.

(5) A Financial Institution shall —

(a) identify directors who are not principal controllers and signatories
to an account for risk based approach purposes.

(b) visit the place of business to confirm the existence of such
business premises and the nature of the business conducted.

(6) Where suspicions are aroused by a change in the nature
of the business transacted or the profile of payment through a bank
or investment account, further checks shall be made to ascertain
the reason for the changes.

(7) Infull banking relationships, periodic enquiries shall be
Inade to establish changes to controllers, shareholders or the
original nature of the business or activity.

(8) Particular care shall be taken to ensure that full
identification and KYC requirements are Inet where the company
is an International Business Company (IBC) registered in an
offshore jurisdiction and operating out of a differentjurisdiction.

61.—( 1) For a foreign Financial Institution, the confirmation of Foreign
existence
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and regulated status shall be checked by— f in?_rlcital
(@) checking with the hOlne country's Central Bank or
relevant supervisory body ;
(b) checking 'Nith another office, subsidiary, branch, or
correspondent bank in the same country ;
(c) checking swith Nigerian regulated correspondent bank of the
oversea institution ; or
(d) obtaining evidence of its license or authorization to conduct

financial and banking business from the institution itself.

(2) Additional information on banks all over the world may be
obtained from various international publ ications and directories or any of
the international business information services such as Swift KY C Registry
and Banker's Almanac.

3) The publications referred to in sub-regulation (2) of this
regulation shall not replace the confirmation evidence requ irements under
these Regulations.

62._ 1) A Bureau De Change ("BDC") is subject to the provisions of ~Bureau De
these Regulations and shall be verified in accordance with the procedures for ~ Change.
Financial Institution, and satisfactory' evidence of identity, ownership
structure, source of funds and a certified copy of the appl icant's operating
license shall be obtained.

(2) A Financial Institution shall consider the risks associated with doing
business with BDCs before entering into a business relationship with then-I.

63.—(1) As part of KYC docunlentation for designated non-financial ~ Designated

businesses and professions, the certificate of registration with SCUML ora  Non-

certificate fronl a self-regulat01Y organization shall be obtained. Financial

Businesses
(2) Where an application is made on behalf ofa club or society, Fmanmal

Institution shall take reasonable steps to satisfy itself as to the Iegltlrnate
purpose

I'GIEss
of the organization by sighting its constitution and the identity of at least two(DNFBPs).

of the principal contact persons or signatories which shall be verified in line

with
the requirements for private individuals and where signatories are changed,
Financial Institutions shall verify the identity ofat least two ofthe new
signatories.

(3) Where the purpose of a club or a society is to purchase the shares of a
regulated investment company or where all the members are regarded as
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individual clients, ail the members in such cases shall be identified in line with the
requirements for personal customers on a case-by-case basis.

Occupational
pension
schemes.

Registered
charity

organizations.

64.—(1) Where transactions carried out on behalf of an Occupational
Pension Scheme, where the transaction is not in relation to a long term policy
of insurance, the identities of both the principal employer and the Trust shall
be verified.

2 In addition to the identity of the principal employer, the
source of funding shall be verified and recorded to ensure that a complete
audit trail exists ifthe employer is dissolved or wound up.

3 For the Trustees of Occupational Pension Schemes,
satisfactory identification evidence shall be based on the inspection of formal
documents concerning the Trust which confirm the names of the current
Trustees and their addresses for correspondence and in addition to the
documents, confirming that the Trust identification shall be based on extracts
from Public Registers or references from Professional Advisers or
Investment Managers.

4 Any payment of benefits by or on behalf of the Trustees of
an Occupational Pension Scheme will not require verification of identity of
the recipient.

%) Where individual members of an Occupational Pension
Scheme are to be given personal investment advice, their identities shall be
verified but where the Trustees and principal employer have been
satisfactorily identified, and the information is still current, it will be
appropriate for the employer to provide confirmation of the identity of
individual employees.

6 5. —( 1) Financial Institutions shall adhere to the identification
procedures requirements for opening of accounts on behalf ofcharity
organizations ; and the confirmation of the authority to act in the name of the
organization.

(2 The opening of accounts on behalf of charity or non-
governmental organizations in Nigeria shall be carried out by a minimum of
two signatories, duly verified and documentation evidence shall thereupon
be obtained.

3) When dealing with an application from a registered charity
organization, Financial Institutions shall obtain and confirm the name and
address of the organization concerned.

(4) Where a person making an application or undertaking a transaction is not
the official correspondent or the recorded alternate, Financial Institutions
shall send a letter to the official correspondent, informing him of the charity
organizations' application before it and the official correspondent shall
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respond as a Inatter of urgency where there is any reason to suggest that the
application has been made without authority.

5) An application on behalfofun-registered charity
organization shall be made in accordance with the procedures for clubs and
societies as set out in these Regulations.

(6) Where a charity organization is opening a current account,
the identity of all signatories shall be verified and where the signatories
change, identities of the new signatories shall be verified.



66. A Religious Organization ("RO") shall have a CAC and SCUML
registered numbers and its identity may be verified by reference to the CAC,
appropriate headquarters or regional area of denomination, and the identity

B 2112 of at least two signatories to its account shall be verified.

67 1) Where the applicant for business relationship is one of the tiers
ofgovernment or parastatals, Financial Institutions shall verify the legal
standing ofthe applicant, including its principal ownership and address.

2 A certified copy of the resolution, letter of authority or
other documents which authorize an official representing the body to open
an account or undertake any transaction shall be obtained.

3) Financial institutions may telephone the Chief Executive
Officer of the organization or parastatal concerned, to verify and confirm
the application for opening an account with the Financial Institution.

4) An authorization froln the Federal or State Accountant-
General shall be obtained before any of the three tiers of government or
parastatals can open accounts with Financial Institutions in Nigeria.

68. The authenticity of an applicant who requested to open
accounts or undertake transactions in the name of Nigerian-resident foreign
consulates and any document of authorization presented in support of the
application shall be checked with the Ministry of Foreign Affairs and the
relevant authorities in the Consulate's home country or as confirmed by the
I-lead of Mission of that country in Nigeria.

69. Whilst the responsibility to obtain satisfactory
identification evidence rests with the Financial Institution that is entering
into a relationship with a client, it is reasonable, in a number of
circumstances, for reliance to be placed on another Financial Institution
to—

Religious
Organizations
(ROS).

Three Tiers of
government
and parastatals.

Foreign
Consulates.

Intemediaries
or other third
parties to
verify identity
or to introduce

business.
(a) undertake the identification procedure when introducing a customer

and to obtain any additional KY C

information from the client ;
(b)confirm the identification details where the customer is not resident
in Nigeria ; or
(c)confirm that the verification of identity has been carried out where
an agent is acting for a principal.

PART X—MISCELLANEOU.S
70. The penalties that shall apply for contraventions of these Regulations
shall be as prescribed in the relevant extant Administrative Sanctions
for _ Regulations and administrative sanctions as provided under MLPPA,
noncompliance. Tpp A TPP Regulations, BOFIA or other relevant laws or regulations
issued by the Attorney-General of the Federation.

71.—( 1) The Attorney-General of the Federation may, as he considers
appropriate, amend or revoke the provisions of these Regulations which

Sanctions
and penalties

Amendment

or revocation
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or these alnendlnent or revocation shall be published in the Official Gazette.

Regulations. o i .
egulations (2) The Central Bank of Nigeria (Anti-Money Laundering and
Combating the Financing ofTerrorism in Banks and Other Financial
Instituions in Nigeria) Regulations, 20 13 and its amendinents are revoked.

(3) The revoked Regulations specified in sub-regulation (2) of
this regulation shall not affect anything done or purported to be done under
or pursuant to the revoked Regulations.

Cotnmunica- 72. Financial Institutions shall make available or communicate on demand

Lionol" to the Examiners or other conipetent authorities any information relevant to
information. - monitoring coinpliance with AML, CFT and CPF requirements at such tilnes
as the Examiners or competent authorities 1Tlay specify.

Interpretation. 73.—In these Regulations—

"Applicant for Business" means a person or company seeking to
establish a 'business relationship' or an occasional customer undertaking a
"one-off" transaction whose identity must be verified ;

"Batch iransfer" means a transfer comprising a number of individual
wire transfers that are being sent to the saine Financial Institution, but Inay
or may not be ultimately intended for different persons ;

"BDC" Ineans Bureau De Change ,

"Beneficial mpner" includes a natural person who ultimately owns or
controls a customer or a person on whose behalf a transaction is being
conducted and the persons who exercise ultimate control over a legal
person or arranoement ,

"Bank Verification Nznnber (B VN)" Ineans the biometric
identification systelll 'vvhich gives a unique identity across the banking
industry to each customer of Nigerian banks ;
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.Beneficiar.vee is as defined in the FATF Recommendations—

"Beng/iciary Financial Institulione refers to the Financial institution which receives the
wire transfer frcnn the ordering financial institution directly or through an intermediary
Financial Institution and makes the funds available to the beneficiary.

"Business Relationship™ means any arrangement between a Financial Institution
and an applicant for business the purpose of which is to facilitate the carrying out
of transactions between the parties on a "frequent, habitual or regular's basis and
where the monetary value of dealings in the course of the arranoement is not known
or capable of being ascertained at the outset:

'*C'ACee* means Corporate Affairs Commission ;

"C'unpetent authorities” means any agency or institution concerned with conibating
'noney laundering, terrorism financing or proliferation financing under the MLPPA and T
PPA respectively or any other law or regulation ;

"C'ross-border tran,ifer" means any wire tisansfer where the originator and beneficiary
institution are located in different jurisdictions. This term also refers to any chain of wire
transfers that has at least one cross-border element ;

"Designated non:financial businesses and professions's includes businesses and
professions as defined under MLPPA ;

*'Dtnneslic Iransf&res *neans any wire transfer where the originator and beneficiary
institutions are both located in Nigeria. This term therefore, refers to any chain of wire
transfers that takes place entirely within Nigeria's borders, even though the syster' used to
affect the wire transfer may be located in anotherjurisdiction ;

"Exan,'iner" means officers of the Central Bank of Nigeria charged with supervisoty
functions over Financial Institutions ;

"False declaration or disclosure™ means failing to declare or, to misrepresent the value
of currency or bearer negotiable instrutnents being transported, or a Inisrepresentation of
other relevant data requested for by the authorities ;

"FATE' means Financial Action Task Force ;

"FATF Reconunendalions™ means AML, CFT and CPF
Recommendations issued by the Financial Action Task Force ;.

"Financial Institutions" include-any person or entity who conducts as a business one or
more of the following activities on behalf of a customer regardless of whether such business
is conducted digitally, virtually or electronically—

@ Acceptance ofdeposits and other repayable funds from the public ;
(b)  lending;

(c) financial leasing :

(d) the transfer of money or value (local or international) ;

(e) issuing and Inanaeing means of payment such as credit and debit cards.
eheques. tras elerse cheques, money orders and bankers' drafts, electronic jnoney :

4) paylnent services:
()  money and currency changing:



(h)  financial guarantees and commitments ;

(1) tnortgage financing, mortgage refinancing and guarantee ,
(i) financial holding services ,
(k) trading in—

(I) money market instruments ;

(I I) foreign exchange ;

(I | I) exchange, interest rate and index instruments ;
(IV) individual and collective portfolio management ;

(V) financial consultancy and advisory services relating to corportate
and investinent matters, Inaking or Inanaging investment on behalf of any person :
() safZ&keeping and adIninistration ofcash or liquid securities on behalf of other
persons :

(m) factoring. project financing, equiptnent leasing, debt administration. fund
management, private ledger services. investment management, local purchases order
financing: and such other businesses the Central Bank of Nigeria nyay Croni tune to tinie
designate :

(n) Financial Consulting and adviosry services relating to corporate and investment
matters and tnaking or managing investment on behalf of any person :

"Financing ofterrorisnt " extends to all acts so defined under the T PPA and TPP
Regulations:

"Funds" include assets of every kind, tangible or intangible, movable or inunovable
however acquired, legal documents or instrunnents in any form, electronic or digital
evidencing title or interest in such assets, bank credits, travelers cheques, bank cheques,
Inoney orders, shares, securities, bonds, drafts and letters of credit ;

"Legal arrangement™ means express trusts or other similar legal arrangements:
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"Legul persons- 'mean bodies corporate, tbundations, partnerships, or
associations, or any similar bodies or entities that can establish a permanent
custQIner relationship with a Financial Institution or otherwise n propeny : .c
\onev Laundering" refers to the—

(i) Conversion or transfer of propefty (i.e. llioney, goods. conunodities,
etc.) knowing that such property is derived from a criminal offence, for 1
he purpose of concealing or disguising the illicit origin ofthe property or of
assisting any person who is involved in the conunission of such offences.

(i) Concealment or disguising of the true nature, source, location,
disposition, Inovelnent, rights with respect to, or ownership of property
knowing that such property is derived fronl a criniinal offence.



B 2116

(iii) Acquisition. possession or use of property, knowing at the
tinie of receipt that such property as derived fronl a criminal or fronl an act
of participation in such offence :

"Mone.l' or value services ( n,fVTS)ee include financial services that
involve the acceptance of' cash. cheques. other monetary instruments or other
stores or value and the pawnent of a corresponding in cash or other form to a
beneficiary by Ineans of a conununication, Inessaee.transier
or llarough a clearinu network to h ich the M VTS provider belongs and
transactions perfortned by such services can involve one or more
intertnediaries and a final paynuent to a third party, and 'nay include any nexs
pa''lllent enethods. Sometilnes these services have ties to particular
geographic regions and are described using a variety of specific tenns,
including hawala, hundi, and fieichen :

.*Naliona/ Identificalion :Vzunher :neans a unique lililnber issued by the
National Identity Manage:nent Conunission (NIMC) :

or (rganiza/ion" means a legal entity or organization that
engages in raising or disbursing funds for purposes such as charitable.
relizious, cultural, educational, social or fraternal purposes. or for the carrying
out of other types of good works ; -“theiginaior" Ineans an account holder or
where there is no account, | he person natural or legal that places the order
with the Financial Institution

Iransaclion« Ineans any transaction carried out other than in the
course of an established business relationship which is ilnportant to deter:nine
whether an applicant for business is undertaking a one-off transaction or
whether the transaction is or will be a part of a business relationship as this can
the identification requirelnents :
" Parable Ihrough account™ llleans correspondent accounts that are used directly
by third parties to transact business on their own behalf; "Physical presence™” means
meaningful mind and n) located with in a country and the existence silnply of a
local or low level staff does not constitute physical presence :
"Proceeds Q/ C'riine' Inean any property or ullue derived fronl or obtained. directly or
indirectly, through the commission of an ollZnce :
iferationrinancing ( PF)" is the act of providing funds or financial scrvices xvhich
are used, inwhole or in part. the tnanufacture. acquisition, possession, development, export.
trans-shipmenl. brokerin2. transport. transfer. stockpiling. or use ofnuclear. cheniical. or
hio'ogical weapons and their means ofdelivery and related nyaterials (including both
technologies and dual-use goods for non-leuitilnate purposes). in contravention of national
laws or. where applicable, international obligations ;
"Property" nieans assets ofevery kind, whether corporeal or incorporeal, moveable or
immoveable, tangible or intangible, and legal documents or instruments evidencing title to,
or interest in such assets:



"Public Legal entity" includes arms and tiers of Government, Ministries Departments
and Agencies (MDAS) and any statutory Office or sole corporate designated by lav, to carry
out a function of or on behalf of Governtnent or any of its agencies :

"Risk's Ineans the risk of Inoney laundering or terrorist financing ;

't \/L”Ineans Special Control Unit against Money Laundering ;

"Selllorsee Settlors include persons or conlpan ies who transfer ownersh ip of their assets
to trustees by means of a trust deed and where the trustees have some discretion as to the
investment and distribution of the trust's assets, the deed 'nay be accolnpanied by a non-
legally binding letter setting out what the settlor wishes to be done with the assets ;

"Shell bank" means a bank that has no physical presence in the country in which it is
incorporated and licensed, and which is unaffiliated with a regulated financial service
Troup that is subject to effective consolidated supervision ;

"Taxpayer Identification Nunlber (TIN)" Illeans a unique number allocated and
issued to identify a person (individual or non-individual) as a duly registered
taxpayer in Nigeria:

" Terrorist" lIlleans any natural person who— (a) directly or

indirectly, unlawfil!ly and wilfully :

(i) conunits, or attelnpts to commit, an act of terroristn by any tneans.
(i1) participates as an accomplice in an act of terrorislll,

(i) organises or directs others to conunit an act of terrorism : or
(b) contributes to the comm ission ofan act oftetrorisnn where the contribut ion is made
intentionaily and with the aitn of furthering the act ofterroristn or ill) the knowledge ofthe intention
to commit an act ofterroristn :
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.sroris/ or 7&rrvrism Financier- Ineans a person or entity, who
liltids. assets. or other material support available to terrorists and .. -
I organisations, for the financing of terrorist activities or terrorism

. .errorisl Properly's means—
(u) proceeds from the commission of an act of terrorism ;
(h) property which has been, is being, or is likely to be used to commit
an act of terrorism ¢
(C) property which has been, is being, or is likely to be used by
a terrorist group ;
(d) property owned or controlled by or on behalf of a
terrorist group : or
(e) property which has been collected for the purpose of
providing support to a terrorist group or funding a terrorist act ;
"Trustees" include paid professionals or companies or unpaid persons
who hold the assets in a trust fund separate from their o*vvn assets. They
invest and dispose ofthem in accordance with the settlores trust deed,
taking account or any letter of wishes. There may also be a protector who
may have power to veto the trustees' proposals or remove them, or a
custodian trustee, who holds the assets to the order of the managing
trustees ;
"Unique identifier" means any unique combination of letters, numbers or
synlbols that refers to a specific originator : and
.*Wire Iransftr" means any transaction carried out on behalf of an
originator both natural and legal person, through a Financial Institution by
electronic means, with a view to making an amount of money available to
a beneficiary person at another financial institution; where the originator
and the beneficiary Inay be the same person.

74. These Regulations may be cited as Central Bank ofNigeria (Anti-
Citation.
Money Laundering, Combating the Financing of Terrorism and Countering
leration Financing of Weapons of Mass Destruction in Financial Institutions)
Regulations, 2022.

TABIL.F 01.' ABBRFVIAfIONS

AMI. Anti Money Laundering

BDC Bureau De Change

CAC — Corporate Affhirs Comtnission CBN

— Central Bank of Nigeria cco —
ChiefCompliance ()f'liecel' CDD Customer

Due Diligence

CFT Combating the Financing 01°1 errorism
CPF Countering ProlifZration Financinu



BPs — Designated Non-Financia! Business and Professions
EDD — Enhanced Due Diligence
Financial Institutions

IBC — International Business Company
KYC - Know-your-Customer
ML — Money Laundering
MVTS — Money and Value Transfer Services
NFIU  — Nigerian Financial Inteligence Unit
NIMC  — National Identity Management Conunission
NIN — National Identification Number
PEP  — Politically Exposed Person
Proliferation Financing
Ros - Religious Organisations

SPVs  Special Purpose Vehicles STR . . Suspicious
Transaction Report

TF — Terrorism Financing .
UNSCRs — United Nations Security Council Resolutions

MADE at Abuja this 12th day of May, 2022.

ABUBAKAR MAI-AMI, SAN

Attorney-General of the Federation ano Minister Q/
Justice

EXPLANATORY NOI'F
(This note does not forpn part of these Regulations but is inrended to
explain ils purporl)

These Regulations seek to ensure that Financial Institutions comply with subsisting Anti-
Money Laundering, Combating the Financing of Terrorisin, and Countering Proliferation
Financing of Weapons of Mass Destruction legislations.



